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Introduction

Theriskscenarios for the propgperformanceare
becoming increasingly greater for companies and
administrative institutions. Currently there are moreca
more reports of seriou$l security incidents in a wide
variety of companies and organizations.

Thesesecurityincidents are caused by thprogressive
digitization of our world and our lives and the associated
requirements and side effectsvhich are:

1 Changingpusinesanodels

Criminalintentions enrichtment, espionage)
Increasing complexity in th@-infrastructure
Integration of mobilauser andcustomers
Increasinghetworks ofthings (Internet othings)
Linking ofousinesgrocesses witlproduction
(Industry 4.0)

= =2 =4 4 A

In this more complex mm@mingenvironment an absolute
(L00percent)sS OdzNA (i & A anfh@ costNB it OK |
would beunaffordable
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Technicalbasis of
OPSAM

=7 Sharpcloud is data-driven, strategic top

OPSAM is securityframework based on Sharpcloud, a ﬁ/ down, visualisation and communication
decisionempowerments2 Fi g NBE® ht {! a F = tool.

requireanyknowledge of anyprogramming language.

It enables users to bringnowHowand

9
This means that theecuritymanagementystem g  contenttogether and to create and manage
"OPSAM" can also use the advantages of the "Decision PEREL [PIESEEENE N el X bl
Empowerment System".

Q‘ Methods and proceduresan thus be digitally
mapped and linked to compargpecific
content.

P Different models can be connected to each
(-" other and access to individual model sections
can be controlled on a rolspecific basis.

Technical basi®r OPSAM Seited
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1 Knowhow.

D eS I g nbe n eflts All relevantmethods andprocesses can be mapped with the

modellingelements andoptions available irsharpCloud.

Using SharpCloud as the base system has the following advantages for
OPSAM: 1 Content

T

Data objects can be freely and easily defined and therefore any
information can be entered into the system. Data from thualty
systems can also be easily transferred to the system via the data
connection options. OPSAM alreadifl be deliveredwith a
predefined reference model consisting of approx. 250
management components.

VisualizationTool

Different graphic display optiongraphic/diagram types) are
available for the various purposes, which can be selected by the
Security Manager itself.

Data-driven:

Data and presentation are linked bidirectionally (additions and
changes in presentations also cause data changes).daatae
modified and inserted in large data grids, in forms or in simple
editing windows.

Strategictop-down:
Drilldowns andinks with specific viewsan be defined for each
object (i.e. also for individual data records).

ith

Communicationtool:
Userscan be informed about changes to their subject areas at any
time (triggering with notification in the event of a data change).

=

Design benefits Seiteb



Options forextensions

TheFRunctionality of Sharpcloud enables a flexible
extension of the OPSAMamework.

Additionalframeworks can also be created with
the software basis for similatasks or OPSAM can
be easily expanded to includenctionalities from
such supplementarynethods andorocesses.

Options for extensions

comparo

Portfoliomanagement

Agile ProjeciManagement

RiskManagement

Governance Management System

InnovationManagement

Strategy Development and "Roadmapping"

Seiteb



OPSAMbverview

The OPSAMecuritymanagement

system is organized according to the

GRGections'Governance”, "Risk
Management" and "Compliance".
Thesesectionsform the basis for
the actions of the management
("MANAGE Information Security")
with the available or to be
optimized "Management
Components".

Thesesectionsare managedn
OPSAM with theelateddata
objects and proceduref®r which
more than a hundred different
diagrams/models werdefined

Thesesectionsare described on the
following pages.

OPSAM Overview

for Security

(from goals, risks and
standards)

|
Levels of |
action |
|
| MANAGE
| (Information
Security)
. I
|
: Areas of
' interest
|
|
Requirements | Management
|
|

mappings, ..)

(Techniques, methods,

Q_I—P

—

Management
Components

Processes
Information
Tools
Organization
Guidance
Skills

Culture

Management-
elements

(optimized components
for security)

comparo
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The importance of IT for successful
management makes it necessary for
corporategoals to be closely linked Stakeholder requirements

with IT-Goals. Based on the Benefits Risks Resources
stakeholderequirements, the optimization optimization optimization

companygoals of arorganization
and the underlyindramework
conditions are defined in thigrea.

Corporate goals

The IT goals are then derived and
from thisthe securityrelated
control goals are determined for
security-management Thiscontrol
goalsrepresent critical success

factors for thefulfilment of the
governanceequirements and must
therefore beconsideredoy the

management or thananagement
components.

Governance Seite8



Corporate goald;T-goals and
control goals are organized within
OPSAM ialayer view withthe
relevantrelationships.

In the next step control goals will be
related to managementompo
nents.If managemehcomponents
are missing or require enhance
ments then improvementactions
are required, whiclare then tobe
controlledin OPSM via measure
management.

Figure top right:
View with specific corporaigoals IT-
goals control goalsand relationships

Governance

= —— = =

.

== !
Lleferanten>< .
/ gemanagt
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Ubergeordnete Ziele - Leitbild

) _Sicherheits- Strategie

- services
sind ist
gemanagt gemanagt
3

i i Verfligbarkeit
Serviceverein- rKell
barungen sind und lgian%azﬂat

gemanagt ot
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TheRsk-Management integrated in
OPSAM is based on IS0000 and I
includes the welknown subphases from

Gestablishingd2 y (i SEG¢ (2 &N Establishing context
treatmente @

_ _ _ Evaluate risks
Included are themodellingobjectsrisks,

threats weaknessesassets fisk
categories and necessary rigknimizing
measures. Theneasuregequire

Identification of risks

mapping to necessanyanagement CommPf"- Nl e Mo.nitor
components that need to be optimized or cate risks y risks
implemented.

In OPSAM, riskodellingcan be done Assess risks

completely byusing diagrams. The
relevantmodellingobjects can be

created there and related to other .
objects. Risk treatment

Overall, the risk management in OPSAM |
currently includes 26 diagrams in which

the various risk objects can be presented

andmodelledin differert ways and

linked to other objects.

Risk Management

comparo
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Figure top right:

Shows a chart of assets and rigksl
related threats, vulnerabilities, and
default risk classes. Drilldowns to
individual risks are also possible.

Figurebottom right:

Shows which measures are assigned to a
risk on the one hand and which
combinations of processes, tools,
guidelines, organizational units and skills
are to be implemented/optimized by the
identified measure on the other hand.

Risk Management

: comparo
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Risiken analysieren
Risiken bewerten
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Risiken kommunizieren
Risiken Uberwachen

Risk Categories

Account-
Ubernahme

tems | [d Categories A || RelatedRisks  3/3 A

B

el

Electronic

Application
Access Token

Banking |

Clous- Credential
Zipittsverwaltung Stuffing

st | v Lo Jrewen] <2 | B3 ]

Risiken bewaltigen (MaBnahme mit Komponenten)

| A
§ Risks

Risikokontext kiaren ;

% Measures
Risiken ermittein %Maﬂnanmem
Risiken analysieren 3 .D .
Risiken bewerten .
e -|H
Risiken bewitigen Categories
Risiken kommunizieren . .
Risiken Uberwachen

Tools

2O

Seitell



The norms and standards on which
security management is based are
administered at thecompliancearea

For the purposes ahodellingand
management, the individual norms and
standards were broken down into their
individual components and, in some
cases, croseeferenced

ISO 27001, BSI, NIST, Austrian Security
Manual, NIS and KSV Cyberriskrating are
currently supported.

Compliance

Figure belav:

Shows the NIS regulation broken down
into individual elements and the
relationships between the NIS categories
and the elements of other standards. This
representation shows the areas in which
individual regulations, norms and
standardsoverlap.
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